1 INTRODUCTION

PassIVE RFID tags have recently been making gains both in their
capabilities and in their planned applications. The regulatory
bodies behind the tag standards are aware of security and privacy
issues and urge tag makers to make their tags as secure as possible
[15]. There are indications that RFID tags will soon implement full-
fledged cryptographic functionality. The threat model under
which RFID tags are designed to be secure is based on an
adversary who is able to listen to communications between tag and
reader but does not have physical access to the tag. Security
countermeasures such as cover coding and even secret key
encryption [13] have been planned and deployed to address this
scenario.

We present a new attack on RFID tags which we call the
parasitic backscatter attacur attack is basically a power analysis
attack, comprising a method of measuring the power consumed by
atag as it performs a computation. It is unique when compared to
classical power analysis attacks in that it does not require either tag
or reader to be physically touched by the attacker. By making use
of the fact that the tag is powered by the reader’s electromagnetic
field, we are able to measure the tag’s power consumption
unintrusively and at a distance. We show how this attack
compromises both the security and privacy aspects of RFID tags,
and discuss how it can be prevented.

The paper will start with a short description of the electrical
characteristics of UHF tags, which are the ones attacked in this
paper. We will follow with the theoretical and practical framework
of our attack. The paper will then present our results and conclude
with a discussion of several countermeasures chip designers can
use to protect their tags.

1.1 Properties of the UHF Backscatter Channel

As described in [3], UHF readers send data to tags by pulse
amplitude modulation of their carrier signal. This signal also
provides the tags with power. The tags send data back to the
reader via modulated backscattea technique in which the backscatter
aperture of a tag is modulated in time, by means of a switched
impedanceonnected in parallel to the tag’s circuitry, thus changing
the amount of power it reflects. As shown in this paper, the tag
also unintentionally modulates its backscatter in a measurable way
via the power consumed by its internal computations.

The relation between the tag’s power consumption and the
strength of its reflected field can be derived by observing the
equivalent circuit of the tag-reader system. As shown in Fig. 1
[4, p. 131], the tag-reader system can be viewed from the point of
view of the tag as an alternating voltage source U, representing the
electromagnetic field falling across the tag’'s antenna, a complex
impedance Zg representing the tag’'s effective internal loading
(consisting of the tag’s circuitry in parallel to the aforementioned
switched impedance), and another complex impedance Zs
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4 AN ATTACK AGAINST GENERATION 2 TAGS

Generation 2 tags contain several functional enhancements which
make the password extraction attack more difficult. In a future
paper, we will demonstrate how Generation 2 passwords can also
be extracted by a somewhat more complicated version of the
parasitic backscatter attack. We show here how the privacy of
Generation 2 tag users is compromised using the same attack.

Fig. 6 shows a figure similar to Fig. 3, comparing the signal
transmitted by the reader and the signal reflected by the tag. The
noticeable addition of the cusp shows that the tag is modulating its
reflected signal. It is also evident that tags from different vendors
have different RF signatures.

In our experiments, we noted that a dead tag (i.e., a tag which
has received a kill command with the correct kill password)

presents essentially the same backscatter signature as a live tag.

Dead tags do not participate in EPC inventory commands and, as
such, are considered invisible. However, a killed tag’s RF front end
is still functional and, thus, a dead tag modulates its reflected field
in practically the same way that it does when the tag is active. This
means that the existenceof a killed tag can be detected by an
adversary using an attack technique similar to ours, even though
the tag’s payload has been erased as part of the kill command. The
different design choices made by tag vendors in implementing
their RF front ends cause each brand of tag to modulate the
reader’s signal in a slightly different way. Thus, not only is it
possible to tell a dead (or privacy-enhanced) tag from a reflecting
surface which does not modulate the incident signal, such as a
short segment of wire, but it is even possible to discover the brand
of a specific dead tag simply by observing this tag’s backscatter. By
sweeping a directed beam with changing polarization over a
person, an adversary can thus learn about the type and orientation
of the various tags carried by this person, even if the tags are dead
and cannot be interrogated. This calls into question the entire
concept of application-layer privacy and gives credence to the
opinion that only physical manipulation of a tag can silence it [6].

5 DISCUSSION

5.1 Current and Future Threats

Special care should be taken when implementing cryptographic
functions on passive tags. Hardware designers wishing to add
cryptographic functionality (such as AES) to passive tags aim to
minimize the power consumption and cost of their modules at the

price of increased processing time. In [13], for example, the authors
implement only a single S-box module and pass data through it
8 bits at a time. This makes the implementation even more
susceptible to power analysis.
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Fig. 6. Generation 2 reader signal versus tag signal.

5.2 Protection against This Attack

This paper concentrates on attacks rather than on defenses.
Nevertheless, we will review some common countermeasures
and explain why they are problematic for RFID chip designers to
implement. The interested reader is invited to look at the
introduction to [16] or at [14] for a more detailed survey.

In general, power analysis countermeasures fall into one of two
categories: mitigation and prevention Mitigation countermeasures
try to reduce the signal to noise ratio (SNR) of the secret
information located in the power consumption trace, either by
attenuating it or by hiding it in noise. Prevention countermeasures
try to completely remove secret information from the trace.

A common type of mitigation countermeasure involves the
addition of random noiseo the power consumption of a device [8].
Since power is supplied to tags by the reader, it sounds tempting to
add a noise source to the reader’s signal and not to the tag, thus
saving a redesign of the tags and keeping their costs low. However,
this approach is unlikely to work. First, the attacker can point one
directional antenna at the tag, point another one at the reader, and,
finally, perform the attack on the difference signal. Second, the
reader can only add very limited narrowband noise to the signal
because of the strict regulatory constraints placed on its high-
powered output.

An example of a prevention countermeasure is the introduction
of balanced logie-designing the circuit such that the same number
of gates switches between states every clock cycle [9], [10]. The
unintuitiveness of this requirement can be eased by using
prefabricated HDL components with this behavior (see, for
example, [17]). The main drawback of this approach is in the price
designers have to pay—the added gate count raises the cost of the
device, while the larger number of transitions per cycle translates
into a higher power consumption and, thus, a lower read range. It
may be tempting to isolate the circuit into secure and nonsecure
components and apply balancing only to the secure components.
However, care must be taken when deciding which parts need
protection and which do not. For example, a chip designer may try
to protect the password function of a chip by balancing only the
one-bit register containing the result of the comparison of the
stored password bit and the received bit. However, if the tag’s data
bus is not balanced, it is still possible to detect individual bytes of
the password as they are read from memory and learn about their
Hamming weights.

A feasible solution, which is perhaps the most compatible with
modern RF front ends, would be the separation of power supply
from power consumption by use of a double-buffering power supply
mechanism consisting of a pair of capacitors switched by power
transistors [16]. At any stage in time, one capacitor is charged by
the reader while the other is being discharged by the circuit. With
proper design, this approach can almost eliminate the power
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consumption information. Moreover, it involves changes only to
the RF front end of the tag, making it the quickest to roll out. To
make this countermeasure more effective, large flat capacitors can
be attached to the inlay next to the printed antenna. Tag vendors
can easily produce two versions of their ICs—a protected version
for secure applications and an insecure version for cost-conscious
applications—while sharing the internal logic and only dropping
in different RF front ends. To further reduce costs, vendors can
create a single IC with redundant contact points. Such an IC will
offer power analysis resistance when fixed to inlays with the extra
capacitor and degrade to insecure operation when fixed to inlays
without such a capacitor. Tags using this protective mechanism
still have to take care that power consumption does not leak out
through the intentional backscatter modulation mechanism, which
has to come out of the circuit proper and connect to the antenna.
RFID tags consume very low amounts of power (on the order of
tens of microwatts), several orders of magnitudes less than newer
smart card chips with security coprocessors. This property means a
moderately sized capacitor can power the tag for many hundreds
of clock cycles, making the countermeasure particularly effective.
In addition, the main threat against this countermeasure—removal
of the external capacitors or a direct measurement of the current
flow between the capacitors and the logic itself—is less relevant
when considering the attack model in which the attacker does not
have physical access to the tag.

6 CONCLUSION

We have described the parasitic backscatter attack and demon-
strated its effect on the security and privacy aspects of RFID tags.

We have also described several effective countermeasures against
this attack.

7 FURTHER READING

The companion Web site for this paper can be found at http://
www.wisdom.weizmann.ac.il/~yossio/rfid-ieee. It includes more
traces and a hyperlinked version of the reference section.
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